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Analysis of ELF Virus in Linux/Unix Systems
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(Department of Electronic Engineering and Information Science, Department of Automatic control,
University of Science and Technology of China, Anhui, 230027)

Abstract: The technical details about the infection mechanism of ELF virus are studies by analyzing a specific case of
ELF virus. Five critical technical aspects of ELF virus are analyzed which include: parasite in host file, redirect
executive entry of host to realize virus self-execution, PIC (Position Independent Code), LKM (Loadable Kernel
Modules) and Internet propagation of virus. Finally, we presented several practical strategies for virus detection and
protection.
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ELF (Executable Linking Format) HI'n] 047888 SCF# 20, ZEUnix/Linux &4:, LLASVR4
HiSolaris 2.x R4t b, AE BRI AT PAT SCAIIRE e H ATFRHERE 122 RS TISCHELF AriEfL
SRR A I H BRSO 2 (portable object file format, 24713217 Intelfk KL L, 5%

FRERAE R

ELFSCAE SO0 A T30 7 50— g fedse 1, 8 TP Bk # A 4 — i ko e 4
M, EZERERGEIAET, FURLWREFPIT RS . b TAEA R R T FoH 6,

G A OR K TAF &

ELFSC S R WL R I =Fb, EATRAELF —k45 k), (BAERFE (segment),
(section) MIZIZR, sk (header) LK) LAAEATAZE R F—FT7R:

. ELF SUPFI 328 S sl

ELF3CfF2RE

AR

Sk

T A
(executable file)

AT PAT AR A S

# file ditest
ditest: ELF 32-bit LSB executable, Intel
80386, version 1,dynamically linked (uses
shared libs), not stripped

n] 5 5E {7 3 A (relocatable

file)

PG 10 Bcdls

A PAAT A LA 0 At B 5E Ao
S AL (R object SC Ak i

# file libfoo.o
libfoo.0:ELF 32-bit LSB relocatable, Intel
80386, version 1, not stripped

HtZobject3C 1 (LD

(shared object file)

ENARERARAL T (A -

Id.so.1,libc.so.1 ol
Id-linux.so.1.

FIPRAT AR LR 3% 4 5 1d A

Ee SIS ERBE T RKA

#H

# file libfoo.so

libfoo.so:ELF 32-bit LSB shared object,
Intel 80386, versionl,
not stripped

3.2 ELFX#—MR4H
A TS, BATHEZELF OS5k th AN R R RE,  IWBERE AN BT B A AR £ 13

Iy nE . W R

Linking View Execution View
ELF Header ELF Headar
Program Header Tabla Program Header Tabla
oplional
U Seqgment 1
Sactionn
Seqgment 2
Section Header Table Section Headar Table
optional
[=-=1ub ] n)

Kl —. ELF SCfF—RE 4l ghife)

X ELF U6 T RE

ELF =k
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Fifpk Jynzds (Loader) $ 48 4n ks F2 )7 in gk 2] i A7
WA R

3k HORFE AT, Mg ies Ccompiler) 4k 22 28
(linker) $2fL45 &

b, FERFBX (segment) & HIFEE k% (program header) FiR ({847, FEFEHY (section)
JEHTT k3R (section header) IR ERAL. P27 15 (section) (R BEEE AR TG B, 6. BP
54, B, fP9R, EEMER, TAREE. MR B (segment) FZE M SCHE (file) Wifif
WL (mapping) 2N AE I BRI 1. AN R 2 1 D RE ank — i

PR = AN o e H AR S e) 5 oAt H AR SO HE, BANNAE, DL AT . Rtk
TR RS X, DR AR R TS0 EIMELF Sk, Bk, TkEGR, REHA
H GAE 27 0., ELFK I B 450 W

#define EI_NIDENT 16

typedef struct |

unsigned char

E1f32_Half

=_ident [EI_NIDENT] ;
e _type;

E1f32 Half = _machine;
El1f32 Word e_versicn;
E1f32 addr = _entry;
Elf3iz off =_phoff;
Elf3iz off =_shoff;
E1f32 Word e _flags;
Elf3z Half e _ehsize;
E1f32 Half = _phentsize;
Elf32 Half =_phnum;
E1f32 Half = _shentsize;
E1f32 Half =_shnum;
Elf3z Half = shstrndx;

} E1£22 Ehdr;
K~ ELF SkI%dE4E R

FCrbop B AT R 1 -
[e_ident]  #R7RiZSCH R —AN ELF SCfF, A ANPLERTCOCEE, MR ST A 7
[e_entry]  RGHATFRFARID I 46 P A7 Huhik
[e_phoff]  Fi/Fk#% (program header table) £ 3004 I ES (UL 71 1140)
[e_shoff]  #¥3k#% (section header table) 7F3C:H A% (LA 545 1 %0)

3.3 FANEEN section

Kl —ELF SCORR—RE S i A AN E 85 AR By, A XMWAS A
TG

® fRfiZ77 .code

ARG B & s, B TREFARIAL, TEis AT ik AR h ARFEA AR R A A AR B,
WASCI AT ELFLIE BARAL TACR Be s AN R R v JL 2 A0RS B

® KB .data

Bl B FE VIR A L s« R wIan At it UL A B2 P9 A7 20 B B A I HE X (Heap) -
NS B T EIBRIAFRRR S, JAES, FERU AR, BASEEE.

3.4 X7 (Align) R — 7wl A g% =

ELF ¥{y5 P50 R 25Kk p_vaddr ( mod PAGE_SIZE )=p_offset (mod PAGE_SIZE ), [l iit,
TFEEFR AN IR /N Ry DU, AR i DA R 7 B fln: —A> ELF (WF2)74RES B (.code)
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AT e IXFERI LA, W =R .
FESA TS O FIER 43 W LS NI B A I AN S S 450 o A — 2K ELF W R 2 X FESEEL, 1HI5
FA/NZIEFE (padding) R/ PR

bhbbbbbh000000| i A% % |  heRLFicsk
tttttttttttttt] U E

TELEtEEEttttty t:textRBR
ttt d: dataBclBB
000ddddddddddddd

dddddd0000000000 0: 3 TR FF BRI T B
B = A AEAE ELF R 7B

4 mENFEAR
—BORL, A A DY AR A 25 5

Wi rg B e L, SIS hostg AR, BV B nT AT SO/, WK R AR B . X
FEGL T 20K T BT R AE BT PAT R, SRR S BRI WERBERRTE E 2 R A
LA AF A, K P BUEEA RS R

) AE 2 SCHE RN R, ANORTE R, BSRR PR, DU R R R T 2k
PAT o ZFAEEEA AL TN Gk, TR A SR RIPT R AR S E A
FRATT DU G B A FOEAN B RN, A BB B BUR . A B
B R A X . (HIXFE S O s SO X, LR S A 21

R A NG EREREMAG T, R R s LR MG, 2 R, FETE RIS
RO RN AT, o U R R 25 B2 ) R T 7R X A 4

FIHELFH ARG A A (padding) FBL, Kvirusti N, SR R R B AN,

AT XA B B AR B/ T-64byte, JURERE ANBL/N IR ERAR, Qnint ) e,

AT AR RSB (ST SRHR K Ty S AE Bt BUR Ml AT #44, JFAHI JE B i A SOl
WAy o SRR AL T ELF SCAFAT R, A AUE S ELF Sk A 2 R P AR SR R o R RE AR 5K
PLAy A T B R GV DY BT s «

TP (ISSN 1000-3428) 4

Computer Engineering



Linux/Unix 24t ELF #&% 2300 TR b

FERR A SO T Py AT N5 75

BIE ELF L1 e_shoff
A5

J B4

&4 ELF header F1IFEF A
FI i, F i a ik

(BN O VA DA =R
AN ] section header,
EIEFLH ) sh_offset A
ST A

BIEFLH R p_memsz B ;
EIEH A p filesz i

Ab B A S B b 5 — 1IN
section header , f1& IF H
sh_size F 033G N9 dE 4R K
N

MEI AR BN, TR 2 S5 5
BYAI N Y program header
BEIEIHR) p offset J A
DL WUHT A

BIDY. 588 77 A T RE I

W BeUE, WAL, DUEKHRBIIIRESE&. H-ANREET, MARERE
(PIRE P N LR T 20000 B, 98 S A IR 7 3t mT AR R A s (R N 1 AN AE imit ) ASE 0
HIR R
5 fmEE RN

BT A, TSI A S s s B8 a3 ELF Sk
A 5 (entry point) A9 5 (ARG HAT AL di bbb, s 35 3= SCA:
B3z IR — % LRI HAT . 1B 0U5 3 RIS AT IR
K TR :

ELFheader

. text

6 Mokt F kKA (PIC)

Frighl 5448 PIC (Place Independent Code) [4) /& HoAR &, #Fr's, LUK &%
AN G PRI A B N A7kl DR R RE RS NN P9 A7 AT A B AT AR . T s AR
TEZF ARG, LA N A PN A B B P e T35 N 207 B DL 25 5 ELF SO/,
PRI, — s B AR S A DA P b T B SE I ik T8 AR

Ho—, HTHFAEER NP IR EA T, W 75 ER X — W (offset)
X5 F A VR AR N B 5. BRATTIR 2R e rh BRI R K38 47 IR R 283 LA 0x08048000 JT 43
() — B Ar ol o 77 AR I ) ) 0 B G P S BT :
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gx 0848000 Bz 08048000

o B EF O o B B AT

Bz 08048640 oxoRaLskue

»

BN 02 N 28007 B AN E [n) ) A

H T RPN EAE K, R s RS R S RS (offset) K/, TR
A b A I EIX AN .

AR T, BT WREHAS AT RIS R G D CIB TN E, AR i e H
FRMH C 121TH . Linux #4E R —LeiiR/E AR o i R AR S I R 5, FOh &R
G, HAEA B E R, XN T HAERGH P HATA (User Mode) FINZHATA (Kernel
Mode) 2 [aJffiEH, A% AELE S5 K984 Sys_call_table[], ZREEVHH S/E M BAIZES]. W
i R G0 5 F LAt S BN AR N 27 A7 a5, int 0x80 W 43 BBk iR 55 e 4. H P R4 58 R
%2R ]2 0L Jusr/include/sys/syscall.h SCA4

7 LKM EL K P48 Th R

RUR A BRI M AL S, IR LM ARERER, TRE
S 2 AT SR I PSCIE NI, AN R IR A TR0 LKM fib,
SUFISCF Rk, H, ol LB Linux ' 14 2 ShE R A, B i 1P
MGG BRI, HUPRRR IO AR SO T AR T TR 11, T LB
AR

8 Linux/UnixfE = BIB5TE

ARSCH R RS 4545 T Linux RGEH LR AT BEI0 SR G S B . b T B ACE A7 2B AE SC
PERNES, AT R G PF E BATRYNE, BB AL SRR I R AR ks 4 ) 1)
VIREIXFEp 7E— HAEN RGN K IR0, )5 A B AR

L B0, wTAF AR [0 — e R A 2 Al 5 B Y 4 it -

1) H TR B T % B8P BOR/N, WTH Is | SEdn S AN TR R, thak, tn]
F strip dx AL RS, AL R M note .debug B AR TTAE T Is XN R S8 T
sys_getdents Z 4 SE LA W SCA R K08

2) REEN A AR ST N LA BT ARAE, o8 s A I RE e o] LR RS P N 1 SUANTE init 15K
M o

3) HF Linux/Unix RGO RS, AT LA R A eI S AR LAAMU R . B LA
SRS, BRI 2 T SO AR DL, Bk 53R A root AR, AT B S R IR G AR

4) jl il Netlog i, Isof 45, s WML 2 A S0 web server FEHE, By 1l 7 ik (0 4% 5
B BB R

5) VBRI RE: T BRERLI S ORGP R, DU BRSO . R AR T
R H 2.
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9. &FRiF

Linux/Unix R4k H AT R A LW — KE S . BT Linux REA SRS ITFAL,
HHAVFH P EE AN, SR TR R LR E. BARET Linux JRRERFEIEAZERZ,
BE Linux/Unix 3248 H 25 2 48], RGBT s st BT RR. AN 7 —
AN Linix/Unix 248 ELF 35 ScB N LR, 60T 7 HH R (RS S5 B Y8 g o ELA 9 A o R
() Linux/Unix 588, LLSAHR BT BT et A, KA e o 0 3 05

Sk
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