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Abstract. An increasingly important tool for securing computer networks is the use of deceptive decoy objects (e.g., fake hosts, accounts, or
files) to detect, confuse, and distract attackers. One of the well-known
challenges in using decoys is that it can be difficult to design effective
decoys that are hard to distinguish from real objects, especially against
sophisticated attackers who may be aware of the use of decoys. A key
issue is that both real and decoy objects may have observable features
that may give the attacker the ability to distinguish one from the other.
However, a defender deploying decoys may be able to modify some features of either the real or decoy objects (at some cost) making the decoys
more effective. We present a game-theoretic model of two-sided deception that models this scenario. We present an empirical analysis of this
model to show strategies for effectively concealing decoys, as well as some
limitations of decoys for cyber security.
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Introduction

Both civilian and military computer networks are under increasing threat from
cyber attacks, with the greatest threat posed by Advanced Persistent Threat
(APT) actors. These attackers use sophisticated methods to compromise networks and remain inside, establishing greater control and remaining for long
periods of time to gather valuable data and intelligence. These attackers seek to
remain undetected, and estimates from APT attacks show that they are often
present in a network for months before they are detected [5].
Cyber deception methods use deceptive decoy objects like fake hosts (honeypots), network traffic, files, and even user accounts to counter attackers in a
variety of ways [24, 9, 1]. They can create confusion for attackers, make them
more hesitant and less effective in executing further attacks, and can help to
gather information about the behavior and tools of various attackers. They can
also increase the ability of defenders to detect malicious activity and actors in

